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§712.13

Security, or designee, is responsible for
HRP policy and must:

(1) Ensure consistency of the HRP
throughout the DOE and NNSA;

(2) Review and comment on all HRP
implementation plans to ensure con-
sistency with policy; and

(3) Provide policies and guidance, in-
cluding instructional materials, to
NNSA and non-NNSA field elements
concerning the HRP, as appropriate.

(e) The Manager must:

(1) Review and approve the HRP im-
plementation plan for sites/facilities
under their cognizance and forward the
plan to the Director, Office of Cor-
porate Security Strategy, or designee;
and

(2) Ensure that the HRP is imple-
mented at the sites/facilities under
their cognizance.

(f) The HRP certifying official must:

(1) Approve placement, certification,
reinstatement, and recertification of
individuals into HRP positions; for un-
resolved temporary removals, follow
the process in §712.19(f);

(2) Ensure that instructional require-
ments are implemented;

(3) Immediately notify (for the pur-
pose of limiting access) the appropriate
HRP management official of a per-
sonnel security action that results in
the suspension of access authorization;
and

(4) Ensure that the supervisory re-
view, medical assessment, and manage-
ment evaluation, including drug and
alcohol testing, are conducted on an
annual basis (not to exceed 12 months).

(g) Individuals assigned to HRP du-
ties must:

(1) Execute HRP releases, acknowl-
edgments, and waivers to facilitate the
collection and dissemination of infor-
mation, the performance of drug and
alcohol testing, and medical examina-
tions;

(2) Notify the Designated Physician,
the Designated Psychologist, or the
SOMD immediately of a physical or
mental condition requiring medication
or treatment;

(3) Report any observed or reported
behavior or condition of another HRP-
certified individual that could indicate
a reliability concern, including those
behaviors and conditions listed in
§712.13(c), to a supervisor, the Des-
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ignated Physician, the Designated Psy-
chologist, the SOMD, or the HRP man-
agement official; and

(4) Report to a supervisor, the Des-
ignated Physician, the Designated Psy-
chologist, the SOMD, or the HRP man-
agement official, any behavior or con-
dition, including those listed in
§712.13(c), that may affect his or her
ability to perform HRP duties.

§712.13 Supervisory review.

(a) The supervisor must ensure that
each HRP candidate and each indi-
vidual occupying an HRP position but
not yet HRP certified executes the ap-
propriate HRP releases, acknowledg-
ments, and waivers. If these documents
are not executed:

(1) The request for HRP certification
may not be further processed until
these requirements are completed; and

(2) The individual is immediately re-
moved from the position.

(b) Each supervisor of HRP-certified
personnel must conduct an annual re-
view of each HRP-certified individual
during which the supervisor must
evaluate information, based on his or
her personal knowledge that is rel-
evant to the individual’s suitability to
perform HRP tasks in a reliable and
safe manner.

(¢c) The supervisor must report any
concerns resulting from his or her re-
view to the appropriate HRP manage-
ment official. Types of behavior and
conditions that would indicate a con-
cern include, but are not limited to:

(1) Psychological or physical dis-
orders that impair performance of as-
signed duties;

(2) Conduct that warrants referral for
a criminal investigation or results in
arrest or conviction;

(3) Indications of deceitful or delin-
quent behavior;

(4) Attempted or threatened destruc-
tion of property or life;

(5) Suicidal tendencies or attempted
suicide;

(6) Use of illegal drugs or the abuse of
legal drugs or other substances;

(7) Alcohol use disorders;

(8) Recurring financial irrespon-
sibility;

(9) Irresponsibility in performing as-
signed duties;
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(10) Inability to deal with stress, or
the appearance of being under unusual
stress;

(11) Failure to comply with work di-
rectives, hostility or aggression toward
fellow workers or authority, uncon-
trolled anger, violation of safety or se-
curity procedures, or repeated absen-
teeism;

(12) Significant behavioral changes,
moodiness, depression, or other evi-
dence of loss of emotional control; and

(13) Any unusual conduct or being
subject to any circumstances which
tend to show that the individual is not
reliable.

(d) A supervisor must immediately
remove an individual from HRP duties:

(1) When the supervisor has a reason-
able belief that the individual is not re-
liable, based on either a safety or secu-
rity concern based on one or more of
the types of behaviors and conditions
identified in §712.13(c);

(2) When the individual does not ob-
tain HRP recertification; or

(3) When requested to do so by the
HRP certifying official and/or HRP
management official.

(e) The supervisor must contact the
appropriate personnel office for guid-
ance as to any actions that should
occur as a result of the immediate re-
moval.

(f) Immediate removal: If the super-
visor immediately removes an HRP-
certified individual for any reason
specified in this part, he or she must,
at a minimum:

(1) Require the individual to stop per-
forming HRP duties;

(2) Take action to ensure the indi-
vidual is denied both escorted and
unescorted access to the material ac-
cess areas; and

(3) Notify, within 24 hours, the HRP
management official of the immediate
removal. The HRP management offi-
cial shall take actions consistent with
§712.19.

§712.14 Medical assessment.

(a) Purpose. The HRP medical assess-
ment is performed to evaluate whether
an HRP candidate or an HRP-certified
individual:

(1) Represents a security concern; or

§712.14

(2) Has a condition that may prevent
the individual from performing HRP
duties in a reliable and safe manner.

(b) When performed. (1) The medical
assessment is performed initially on
HRP candidates and individuals occu-
pying HRP positions who have not yet
received HRP certification. The med-
ical assessment is performed annually
for HRP-certified individuals, or more
often as required by the SOMD.

(2) The Designated Physician and
other examiners working under the di-
rection of the Designated Physician
also will conduct an evaluation:

(i) If an HRP-certified individual re-
quests an evaluation (i.e., self-referral);
or

(ii) If an HRP-certified individual is
referred by management for an evalua-
tion.

(c) Process. The Designated Physi-
cian, under the supervision of the
SOMD, is responsible for the medical
assessment of HRP candidates and
HRP-certified individuals. In per-
forming this responsibility, the Des-
ignated Physician or the SOMD must
integrate the medical evaluations,
available testing results, psychological
evaluations, any psychiatric evalua-
tions, a review of current legal drug
use, and any other relevant informa-
tion. This information is used to deter-
mine if a reliability, safety, or security
concern exists and if the individual is
medically qualified for his or her as-
signed duties.

(d) Evaluation. The Designated Physi-
cian, with the assistance of the Des-
ignated Psychologist, must determine
the existence or nature of any of the
following:

(1) Physical or medical disabilities,
such as a lack of visual acuity, defec-
tive color vision, impaired hearing,
musculoskeletal deformities, and neu-
romuscular impairment;

(2) Mental/personality disorders or
behavioral problems, including alcohol
and other substance use disorders, as
described in the Diagnostic and Statis-
tical Manual of Mental Disorders;

(3) Use of illegal drugs or the abuse of
legal drugs or other substances, as
identified by self-reporting or by med-
ical or psychological evaluation or
testing;
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